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TRADITIONAL VIEW (~2000)
OF SYMMETRIC GOALS

K K
Sender > Receiver
Privacy Authenticity
\ (confidentiality) (data-origin authentication) |
|
Encryption Authenticated Encryption Message
scheme Achieve both of these aims Authentication
Code
IND-CPA (MAC)
[Goldwasser, Micali. 19.82] Existential-unforgeability under ACMA
[Bellare, Desai, Jokipii, R 1997] [Goldwasser, Micali, Rivest 1984, 1988],

[Bellare, Kilian, R 1994], [Bellare, Guerin, R 1995]
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Needham-Schroeder Protocol (1978)
Attacked by Denning-Saco (1981)

‘{INII;}CS

{Np -1},

Practioners
never saw
IND-CPA as
encryption’s
goal
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Add redundancy

Pl Pz P3 >
IV — D D D
A4 Y \ 4 \ 4

CBC

~1980

Y Y Y Y

Cl C'2 C3 ¢ 4

Doesn’twork  Beyond CBC MAC:

regardless of how you compute  ynkeyed checksums don’t work even

the (unkeyed) checksum X = R(P, ..., P,)  with IND-CCA or NM-CPA schemes
(Wagner)  [An, Bellare 2001]
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Add more arrows

P, P P >
IV E—%B D g—’ﬁ

<1982 \ 4 \ 4 \ 4

C C, C;

|
T

Doesn’t work

See [Yu, Hartman, Raeburn 2004]
The Perils of Unauthenticated Encryption: Kerberos Version 4
for real-world attacks
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Add yet more stuff

IV P, 2
}% i

i 1 )

Ex | |+ Ex Ex

\ 4 \ 4 A 4

Co Cl CZ

iaPCBC
[Gligor, Donescu 1999]

Y

&

Doesn’t work
Promptly broken by Jutla (1999)
& Ferguson, Whiting, Kelsey, Wagner (1999)
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Emerging understanding that:
(,:) - We'd like to get authenticity as an adjunct to privacy

- Ad hoc ways to try to get it cheaply don’t work
~2000

Similar realization, earlier, in the PK world

- [Bleichenbacher 1998] — Attack on PKCS #1

- Reaction: IND-CPA security not enough
- CCA1 security [Naor-Yung 1990]
- CCA2 security [Rackoff-Simon 1991]
- Non-malleability [ Dolev-Dwork-Naor 1991]

- Signcryption [Zheng 1997] (very different motivation)
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AE Defined

[Bellare, R 2000] — “Encode-then-encipher encryption: how to exploit nonces or redundancy
in plaintexts for efficient cryptography”
[Katz, Yung 2000] — “Unforgeable encryption and chosen ciphertext secure modes of operation”

coins

M——| Enc

I

K

1. Privacy IND-CPA, as defined in [BDJR97]: IND-CPA

Dec

|

K

or 1L

2. Authenticity The only ciphertexts C an adversary can name that will decrypt

to an M # L are those obtained by an Enc(-) call

Integrity of ciphertexts < [Bellare Namprempre 2000]
“Authenticated Encryption: Relations among Notions and

Analysis of the Generic Composition Paradigm”
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AE Defined

Encg (+)

Encg ($')

M
C WTK C
A

[Bellare, Desai, Jokipii, R 1997]

AdvP™(4) = Pr{A P05 1] — Pr(A Enc (81 3 41
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AE Defined

Encg (+)

M
e
i

C*

—>

[Bellare, Desai, Jokipii, R 1997]

Adv

() = PrA P10 1]

_ prfA FrecGh 5

Adv

auth

(A) = Pr[A Ence() 5 c* 1o query returned C™ and Decy (C”) #L |

[Bellare, R 2000]
[Katz, Yung 2000]
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[Bellare, Namprempre 2000]

Generic Composition
of an IND-CPA encryption scheme and a PRF

M M M
v v \ 2 /
Ency MAC, MAC, Encg
¢ I v\ :
Ency MAC,
A4 4
C C T

Encryptyand-MAC MAC-t%Encrypt Encrypt-then-MAC
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RPC MOde [Katz, Yung 2000]

%@‘e&t&
o M, M, M, M,
? v v \ v
start | 1 M, |i+1|| M, |i+2|| M, |i+3|| M, [|i+4| | end |i+5
\ 4 A4 J/ v \ 4
Ex Ly Ex Eg Ly Ly
v v y ) : v
i C, c, c, C, C, Cs

« Blockcipher-based AE using ~1.33 m + 2 calls
« Fully parallelizable
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TIAPM Mode [Jutla 2001]
Encryption Modes with
Almost Free Message Integrity
. Wl W, +t-2 B, Py Pz—l checksum
s —> — — g -
1 5, S, 1 .
M M
1 2 M,
£ £ f
i 1 f f
K2
SRR K1 K1 K1 K1
N
Z
Ny N
—_ — g —
S1 5y Sz-1 0
W W W
W c 1 ¢ 2 CZ -1 c z
L] 0 [

Ilustration from
[Jutla 2001]

[Gligor, Donescu 2001]
for many other AE designs

Blockcipher-based AE using m + 1 calls

Fully parallelizable

Plaintext a multiple of blocksize. Padding will up |C]
~lg m . additional calls for key setup

Multiple blockcipher keys

Need for random r
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OCB Mode (later “OCB1”)

[R, Bellare, Black, Krovetz 2001]

| wmpy | | w2 | M[m — 1] M[m)]
A 4
leE’ Checksum
¥
1L x1!
Y Y Y Y Y Y
e L Be— Z[1] Pe— Z[2] e Z[m — 1] e Z[m] De— Z[m]
Y Y y r Y X[nl] Y
1259 Ex Eg EK Ex Ex
l Y [m]
Y Y y Y Y
R Gzl Pe 202 Be—zim -1 O r—>{ st~ bis |
¥ Y Y ¥
| 1] | | Cl2] | Clm — 1] C[m] T
Z[i]=R®Y;-L

Checksum = M[1] ®--®&M[m-1] ®C[m]0*®Y[m]

Arbitrary-length messages; no padding
Efficient offset calculations

Single blockcipher key

Cheap key setup (one blockcipher call)
m + 2 blockcipher calls
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Urgent Real-World Need for AE

« 802.11 standard ratified in 1999
Uses WEP security — RC4 with a CRC-32 checksum for integrity

- Fatal attacks soon emerge:

[Fluhrer, Mantin, Shamir 2001]

Weaknesses in the key scheduling algorithm of RC4
[Stubblefield, Ioannidis, Rubin 2001]

Using the Fluhrer, Mantin, Shamir attack to break WEP
[Borisov, Goldberg, Wagner 2001]

Intercepting mobile communications: the insecurity of 802.11
[Cam-Winget, Housley, Wagner, Walker 2003 ]

Security flaws in 802.11 data links protocols

« WEP > WPA (uses TKIP) > WPA2 (uses CCM)
- Draft solutions based on OCB
- Politics +patent-avoidance:
CCM developed [Whiting, Housley, Ferguson 2002]

- Standardized in IEEE 802.11 — then NIST
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Definitional Issues

N—— coins N——>
M——s| Enec |——C C > Dec > M
AD—— AD — or L
| [
K K

1) Move the coins “out” and make Enc deterministic [RBBKo1]

2) Add in “associated data” [Roz]
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AE AD All-in-one definition [R, Shrimpton 2006]
Also uses ind from random bits [RBBKo0O0]

- N,AD, M
Encg (+,,) $(ye-)
° C Tf C
A
M A 1
DeCK (.,.,.) - JL . 1 (-,.,.)

N,AD, C

Adv*(A) = PrA Pk Deek 5 1]~ Pr{AS L > 1]

A may not
- Repeat an N in an enc query

- Ask a dec query (N, AD, C) after Cis returned by an (N, AD, ) enc query
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IND vs. IND$

Enc

N,AD,M

C Ti Enc($)

! Fake

A

IND

Anonymity

&

US.

Enc |- :
e s

IND$

~

which-key concealing

A names i;

* real: use K;
 fake: use K

IND ;é anonymity < IND$

Overshooting the “right” goal X

Easier to prove schemes meet
Tightly implies other notion
Conceptually simpler

Glves you more
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Nonce-Based Generic Composition

M
~ M AD 1D M
N \ N AD

C T |
Ency MAC,
\ 4 /
C C T
Encrypt-and-MAC MAC-then-Encrypt Encrypt-then-MAC

v v v
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[Whiting, Housley, Ferguson 2002]
- - NIST SP 800-38C
V][ 4D || ! |
| RFC 3610, 4309, 5084
2 Jr L
» Len » Count Format
a'\i'rz Jﬂ'i'r.'; P Jﬂ'i'l:.lr | ."'||"I|:| | | 1 BHB] P B.-
ECBg CBCMAC
, ¥, ... Y, | Yo |
xs
[ T |« e MSB;
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Functions COUNT and FORMAT

CoUNT,(N,m) =Ny | Na|l -+ || Nom
N, = 0° || [a—=1]s I N || [ils,

FORMAT, (N, A,P) =
0 || if A=cthenOelselendif | [t/2—1]3 || [¢g—1]s |
N || [|Pls]sq Il

if A = ¢ then ¢ elseif

|Als < 216 — 28 then [ |Als ]s6

elseif |A|s < 232 then OxFFFE || [|Als |32 else OXFFFF || [|Als |es endif |
A |

if A =c then ¢ elseif |Als < 2' — 2% then (0x00)'
elseif |Als < 2°2 then (0x00)10714I8) med 16 g1ce (0x00) EI4Is) med 16 o qif |
P |

(0%00) (~1M8) mod 16

14—|A|g) mod 16
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[Whiting, Housley, Ferguson 2002]
NIST SP 800-38C

RFC 3610, 4309, 5084

¥ 1 4 ¥ [R, Wagner 2003]

# Len

“A Critique of CCM”

v
S
=
=
=
-
=
—

.n'll'rII] N3 Ja'i'r.; P Ja'i'l:.,f | .n'll'rllﬂ | | BﬂE] P Br

¥ ¥

ECBy CBCMACy

CCM

2L [ Yo |

¥
Fall
WL

| * About 2m+2 blockcipher calls

fa sy

C T Je— e wse,| ¢ Halt non-parallelizable

* Word alignment disrupted
« Can’t preprocess static AD

. :
Provably secure [Jonsson 2002] Not online

Widely standardized & used * Parameter g € {2,3,4,5,6,7,8},
Simple to implement byte length of byte length of

. : : longest message, determines
Only forward direction of cipher used nonce length of 7 =15-q
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[McGrew, Viega 2004]
(Follows CWC

[Kohno, Viega, Whiting 2004])
NIST SP 800-38D:2007

RFC 4106, 5084, 5116, 5288, 5647

ISO 19772:2009

Ex

GCM

| AD,

» Provably secure
« Widely standardized & used
» Parallelizable, online

« About m+1 blockcipher calls

Efficient in HW

Good in SW with AES-NI, PCMULDQ, or tables
Static AD can be preprocessed

Only forward direction of blockcipher used

* Poor key agility (table-based implementation)e “Reflected-bit” convention
« Can’t use short tags [Ferguson o5]

* Not so good in SW

« Timing attacks? (if table-based)

* |N|#96 not handled well
* Published proof buggy [iwata, 2012]
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In terms of
tweakable blockcipher
[LRWO02]

OCB

[KR11], following
[RBBKo1,LRWo02,R04]

Checksum

M, M, M; M,
Y Y Y Y
N1 N2 N3 N4
E| E} E) E)
Y Y Y Y
G, G, Cs o

Y
o= Auth
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In terms of
tweakable blockcipher
[LRWO02]

OCB

M, M, M, M, | 0*
0*
A4 A4 A4 A4
~N 1 —~N2 ~N3 N3 *
E| E} E] El
Pad
EV /
\4 \ A4 \
C, C, C; Cs

[KR11], following
[RBBKo1,LRWo02,R04]

=M, ® M, ® M, ® M,10*

Checksum

Y
o= Auth
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Making the Tweakable Blockcipher

ENT (X) = E(X®A) ®A with

Eg (0 = Eg(X@n)

B 180 = Eg(Xon)
Eg' X)) = Ex(X@n)

A= Initial + A; L

with A= Initial + A; L

with A= Initial + A{L

with A= Initial + 7;$ L

El  (X)= E.(X®A)  with A=), L
EL" (X)) = Eq(X®A)  with A=2L
Nonce = 0¥ IN11 N L=E.(0*%) ||a(0)=0
Top = Nonce & 1'?20° % = 4 a(i) a(i) = a(i-1) @ 2" @
Bottom = Nonce & 1*%21° A =4 a(i)+1
Ktop = E, (Top) A¥ =4 a(i)+2
Stretch = Ktop || (Ktop @ (Ktop < 8)) | (A:% = 4 a(i)+3
Initial = (Stretch < Bottom) [1..128]

[KR11]
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[KR11]

Software Performance Mode 4KB cpb
Intel Core x86 i7 — “Sandy Bridge” CCM 5.14
64-bit OS, using AES/GCM NIs GCM  2.95
OCB 0.87

Encryption Time
(cpb)

s 4,
ER Y

B
-

B

LA |
P
= %y

+‘|‘h1

‘i':\\
SRR

A
S h“ﬁ“ﬁ‘ﬁ‘%ﬁﬁ%ﬁ,ﬁﬁ*—r—a ******** P e

e e T e M i o B i b e e B B e e b s s e

+*
L
X o, --‘-n-.
* 0.0+
L
+'\\H ++++++++++ ——
* L e
+°:~.~$ +++++

@
Bl 2

100 200 300 400 00 600 700 200 a0 1000

message length (bytes)
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Authenticated-Encryption Software Performance:

Comparison of CCM, GCM, and OCB

® Click on a Time or Overhead plot to see a larger version of it.

® Click on a Mode (CCM, GCM, OCB, etc) to retrieve the raw data.

® Here OCB means OCB3. A companion webpage compares the performance of OCB variants.
® FBurther notes can be found on the bottom of this page.

See the OCB homepage

www.cs.ucdavis.edu/~rogaway/ocb

Environment Time Overhead Mode | Over | Time | IPI Size | Imit
(details) (cpb vs. bytes) (subtract time for CTR) (clickable) | 4096 | 4096 | (cpb) |(bwtes) |(cycles)
CCM 290| 417 457 512 265
Intel x86 i15-650 GCM 246| 373 453 656 337
“Clarkdale™ OCB 021 148 187 624 295
64-bit CTR 127 137 244 115
NI
CCM 790 4.18| 470 512 274
Intel x86 i5-650 GCM 249| 388 479 656 365
“Clarkdale™ OCB 20] 159 204 624 318
32-hit CTR 139 152 244 130
NI

GCM 147 224 26.7| 1456| 3780
Intel x86 i5-650 GCM-3K 319 109| 152| 9648| 2360
“Clarkdale™ OCB 031 805 924 3216| 3430
64-bit CTR 774 898| 1424 1180

Kiisper-Schwabe
CCM 259| 513 537 512 1390
ARM Cortex-A8 GCM-256| 26.7| S508| 539 656 | 3440
32-hit OCB 349| 289 309 784 | 2050
OpenSSL CTR 254 259 244 236
CCM 382 757 718 512 1510
PowerPC 970 GCM-256 | 16.0| 535| 562 656 | 1030
64-bit OCB 00| 375| 396 784 2300
OpenSSL CTR 3751 378 244 309
CCM 253 494 5121 1280
UltraSPARC IIT GCM-256| 152| 393 5 656 904
64-hit QOCB 09| 250| 265 784 1770
OpenSSL CTR 241 4 244 213

for more platforms and
data, +reference code
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[KR11]
Utility of Implementations for
Understanding What’s Fast / Desirable

int ae_encrypt (
ae ctx FEIEX,
const void *nonce,

. const void *pt,
I Word-Oriented b pt len,
K1 >1 [<<T]'—' LFSRs const void *ad,
int d len,
CATETCTD] A2 [Chakraborty, Sarkar 2008] igid *it,_ -
don’t help void *tag,
int final);

Incremental API impacts
processing of final chunks

<— );5 > ;:;::ﬂkﬂzcxj
Stretch-then-Shift i W////QQWK<< 8 128

hash does help
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Utility of Theory for
Designing Fast / Correct Schemes

Modes as efficient as OCB can’t be designed without a supporting theory

Errors are expected without a supporting theory

4 JULY 2001

DUAL COUNTER MODE

MIKE BOYLE

CHRIS SALTER

INTRODUCTION

For the past 18 months, the NSA has been developmp a )ug:lt—sl.\'-(-li enciyphion mode for P packets.
The mode that we designed is identical in many aspects to Jutla’s Integuty Avware Pamallelizable Mode
(IAPM;. Thete is one important diftference i one peoposal In the IP world, a lage sumber of
packets nupglt acnve out of arder. Integnty Awage Puallelizable Mode [TAPM) and proposed
vagations mew 4 lasge ovedhead for our of order packets{]U! O1]. Each packet requures ar leass the
3 full decryption to obtamn an IV before decryption of the cipher can begm, This

ume to perfonm
note descabes our salution to tus problem.

Fisst, we descbe the basic mode and its teatares. We then descobe how to implement this mode far
IP3ec.

DUAL COUNTER MODE

Dual counrer mode is o hybad of ECB mode and conater mode. Let E tepresent enceyption by a
codebook of width W, Ler B, Py, ., P be | blocks of pluatext and let G, G, .., G be the
conesponding capbertext. Lee £ be 3 polynonual of degiee W for a pomitive linear feedback shuft
segister. Also, let {x} be the sequence of fills generated by this polrnomial The first fill, =, is 3
secret shared berween the two peers, Thus uutial fill 58 most essly decrved from the key exchange!
Dhial counter mode can be described as follows

Broken within days by Rogaway and
by Donescu, Gligor, and Wagner

1 = # of datablocks

NATIONAL SECURITY AGENC \’.‘( ENTRAL SECURITY SERVICI

Diefending Qur Nazior. Sevuring e Fi

NOME  ADOAT WA ACADINGA  BAUMIEE  CAREINE  NIOAMATON ALISRANCT  DEIBABGH  TUROE MIGAMATGN  COMMTINT

mene > bosoans > Toutmamyy Tarttin o Vomusngy Foit o -]

Dual Counter Mode: A new mode for pipelined encryption and
data integrity

Allases:
Dusl Coumter Mody

Technical Challenge:

Thare are sevarsl modes of arery@ton » use tday, But none of them tambine the

ity 1o poeine amrypbaon wth tha abiny 1o uae & smple (arsentindy gipelinad)
chazhaum lor dete wiegrity

Description!

Dun! Counter Mode i & tcdabook enayptian made that combines features of seeenl
Paviius modes 1o get ihe advartages of sach shils alivanating thaee News. The made
proviias confidentialty and dete imepsty mibeut secifiong sioeinmg, it slso svercomes
ity the prolem wth cut of crder peduets

Demunstration Capability:
A Semonstration W net svmistle

Potentiol Commercial Application(s):
THS bechnolagy 15 & sdlutmn e the eodiam of encypting and sthanticating 1PGe: dats
betwean hgh apeed gatasays and Seckbane routacs

Patent Status:
A patert applcatian has beso Ales with USPTO.

Reference Number: 1300
IV you wow taraatad in exslonng Ihis 1800waiogy Tunher, pleate (ol expoess your ineres

I witing £ the:

National Saduiy Agesey
W24 Technelogy Tramster Brogram
000 Savage Road Suie

Fort Duoepe 0. Masse. Mandand 207555543
http://www.nsa.gov/research/tech transfer/
fact sheets/dual counter mode.shtml
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OCB

Fastest provably-secure blockcipher-based construction for SW
Parallelizable, online, ~ m+1.02 blockcipher calls

* Blockcipher used in the forward and backward direction
» There are faster de novo approaches

» Security only to the birthday bound

« Patents

* Limited misuse resistance

 Nonce reuse
» Tag truncation
» Incremental-decrypt exploit
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[R, Shrimpton 2006]

Nonce Repetitions
One form of misuse

- If Nis a nonce, you get what an AE delivers

« If N getsreused, all that leaks is repetitions:
- authenticity is undamaged

- privacy damaged to the extent unavoidable—repetitions
of (N, AD, M) revealed
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. [R, Shrimpton 2006]
Nonce-Reuse-Resistant AE

- N,AD, M
Encg (+,,) " $(,e5r)
) ——
A
M A1
DecK(.’.’.) < JL - J—(s 9')

N,AD, C

A may not ask queries that would trivially result in a win
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[R, Shrimpton 2006]

Deterministic AE
vector
AD, M
< >

Encg (-,°) T $ ()

C yﬁ C

M AA L
Decg () |, L L6

AD, C

A may not ask queries that would trivially result in a win

Deterministic AE =» Nonce-Reuse AE
Regard a component of the AD as the nonce
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SIV

AD;

[R, Shrimpton 2006]

ISO/IEC 19772:2009
RFC 5297

- | AD,, M
e
Y
Y Y Y
CMACx, — IV C
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The Last Definitions are
Impossible for Online Schemes

The first bit of ciphertext
must depend on the last bit of plaintext

- Need unbounded memory
- Long message: performance hit

Online AE

[Fleischmann, Forler, Lucks, Wenzel 2012]
following [R, Zhang 2011] and

[Bellare, Boldyreva, Knudsen, Namprempre 2001]
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My

An Online AE Scheme
N M1
T C,

Eg

Co

U~

Security: when nonces repeat,
leak equality of longest blockwise-prefixes

S128—bit blocks

What does the goal have to do with
the blocksize of the blockcipher?!

[Fleischmann, Forler, Lucks, Wenzel 2012]
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6,963,976
Patents e’

6,973,187

Gligor and Donescu (VDG)

7,046,802
Rogaway
7,093,126
Patent-related FUD Jutla (IBM)
(+ some politics) Za2009227
. . ogaway ~ 840 003
killed OCB in 802.11, o e i Kwon
. . . ° High—speed GCM‘AES
S 340,2 80 11m1t ltS adoptlon block cipher apparatus and method
’ ’
Gueron and Kounavis now, and gaVe us - 853 801
Using a single instructior CCM d GCM ’ ’
Itiple data (SIMD’ an Kim, Kwon, and Kim
inIsT;u(l:%c)ic?n fo 215eed uf) System and method for providing
Galois Counter Mode (GCM) 7,949,129 authenticated encryption in
Computations Rogaway GPON network [sic]
Dec 25, 2012
7,970,130
Yen. Low-1 hod and
8 , 3 ) 1, 67 5 en. Low-latency method and apparatus

of GHASH operation for authenticated encryption

Rogaway Galois Counter Mode [sic]
8,107,620
8,190,894 Jutla (1371\’4)
Sandberg and Schaffer

Method and system for generating
ciphertext and message
authentication codes using

shared hardware
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ANNOUNCEMENT Thanks to Harvard’s Cyberlaw Clinic at the

FREELY LI CENSED ! Berkman Center for Internet & Society

www.cs.ucdavis.edu/~rogaway/ocb

This is a non-binding summary of a legal document.
The parameters of the license are specified in the
license document and that document is controlling.

License for Open-Source Software Implementations of OCB

Under this license, you are authorized to make, use, and distribute open source
software implementations of OCB. This license terminates for you if you sue someone
over their open source software implementation of OCB claiming that you have a patent
covering their implementation.

General License for Non-Military Software Implementations OCB

This license does not authorize any military use of OCB. Aside from military uses, you
are authorized to make, use, and distribute (1) any software implementation of OCB
and (2) non-software implementations of OCB for noncommercial or research
purposes. You are required to include notice of this license to users of your work so that
they are aware of the prohibition against military use. This license terminates for you if
you sue someone over an implementation of OCB authorized by this license claiming
that you have a patent covering their implementation.
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Conclusions

\ \ what
security
AE practioners

what need
cryptographers
provide

AE represent a triumph of practice-oriented provable security
Better Security & Better Efficiency
than anything ad hoc design could deliver

At the same time, disappointing that what is used,
CCM and GCM, are so far removed from how well we can do.

40/40



